EDITOR CHARLES SEVERANCE
University of Michigan; csev@umich.edu N etworked technology increasingly touches all aspects of our lives. When essential systems are connected to a networked environment, it becomes important to make sure that they're protected from attack. We continue improving the mathematics and algorithms used to secure these systems, but attackers tend to exploit weaknesses in how the mathematics and technologies are used.
As e ective security becomes more vital, many computer science students are becoming interested in making security part of their education. I talked to Bruce Schneier, a leading cybersecurity thinker, and asked him how students might prepare themselves for a career in this eld. See the entire interview at www.computer.org /computingconversations.
WHY STUDY SECURITY?
In some ways, the security eld is di erent from other traditional areas of computer science like hardware, compilers, or OSs: In many other areas of computer science, we're iteratively improving something, such as the algorithms that power databases. We gain new understanding of the underlying problems and then improve our solutions to the problems. But because the "underlying problems" in security are often creative, highly motivated human adversaries, there are always surprising new twists and turns. We simply can't know in advance what skills we'll need to succeed as security professionals:
Bruce Schneier: The Security Mindset See www.computer.org/computer-multimedia for multimedia content related to this article. Those with the intent to break security don't follow rules; they don't stay in a well-defined box. We can't just tell folks to behave. The security mindset isn't something that can be taught directly. There's no "principles of the security mindset" section in a textbook that we can all learn and then apply to become security experts. But a security expert must understand many different topic areas, because adversaries are looking for any way to break into systems: T he good news for students who aspire to join the security field is that demand is growing for people with expertise in this area. Although it's important for a student to master core skills in computer science, those skills must be placed in the context of a security mindset. Because this takes a long time to develop, and draws from many diverse areas of study, students can think of their entire education as preparation for a career in security.
If I'm the hacker, I get to attack whenever I want. I get to do it at
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